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“To the extent that people reach old age mentally sharp, physically fit,
and financially secure, the problems of individual and societal aging fall

away.”
— Laura L. Carstensen
Founding Director, Stanford Center on Longevity
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LETTER FROM THE DIRECTOR

Dear Colleagues,

Launched in August 2011, the Financial Fraud Research Center (FFRC) is a new partnership between the Stanford
Center on Longevity and the FINRA Investor Education Foundation. This initiative grew out of a convening at the
Stanford Center on Longevity of an expert group of academics, regulators, practitioners, and policy-makers gathered
to discuss the devastating impact of financial fraud. From this discussion, supported by AARP, arose a renewed
understanding of the broad impact of financial fraud, and acknowledgement that the field could benefit from greater
collaboration.

The FFRC identified three initiatives necessary to successfully advance the fight against financial fraud:

¢ Consolidating research and information in accessible language.

¢ Connecting research to practice via events, publications, and other engagement.

e Catalyzing further research.
This initial survey document consolidates academic and private research on consumer financial fraud, outlines
conclusions, and highlights misperceptions and areas in need of further study in order to assist those studying and
working in this field.
The goal of this paper is to provide interconnectedness and informed foundations, clear research directions and
practical perspectives, as well as to communicate a broad and comprehensive understanding of consumer financial

fraud research to date.

We encourage you to share your thoughts and responses with us directly, and to explore additional online,
interdisciplinary resources at FraudResearchCenter.org.

Martha Deevy
Director, Financial Fraud Research Center
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INTRODUCTION

Financial fraud is a major problem for individuals and society, yet advancing our understanding of the problem is
hampered by a number of issues.

Common assumptions about financial fraud are often not supported by research:

Assumptions about fraud solidify through repetition, though they may or may not be supported by empirical
research. Without careful study and clear communication of research findings, we misunderstand the scope of
the problem and who is involved. Appreciating the distinction between what we know, and what we think we
know, is necessary in order to effectively allocate research resources toward the truly unanswered questions.

Research is isolated from practice:
Valuable research is not translated for use by practitioners. As such, important findings remain dormant, and
misunderstandings flourish.

“Financial fraud” is poorly defined:

Fraud against organizations is distinct from fraud against individuals, both in its methods and in its players.
Much of fraud research has focused on fraud against governments and organizations, and a lack of a clear
definition has allowed consumer fraud to remain relatively overshadowed and overlooked.

Research that can be applied to fraud is distributed across many fields:

Relevant research is conducted in different disciplines and, while this promotes a variety of perspectives,
findings often fail to transmit from one field to another. Thus, the work of one discipline is unable to advance
the understanding of another, stymieing the field as a whole.

To address these issues and aid the fight against consumer financial fraud, the Financial Fraud Research Center:

e Distinguishes consumer financial fraud as a discrete domain.

¢ Consolidates research on consumer financial fraud across disciplines.

e Highlights misunderstandings.

¢ Qutlines research conclusions to depict what we know and what we don’t know.
e |dentifies areas that show promise for future study.

Our work focuses on the major questions about fraud:
How big is the problem? (Prevalence)
Who falls for fraud? (Victims)
Who perpetrates fraud? (Fraudsters)
How do we fall for fraud? (Methods)

Key points can be found at the opening of each section, with possible next steps and research questions at each
closing.

We hope that this paper will provide an outline of the world of consumer financial fraud research, a picture of what
we know, and a direction for where we might go next.
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EXECUTIVE SUMMARY

By reviewing research on consumer financial fraud since 1990, this paper seeks to outline what we know (and what
we have yet to learn) about consumer financial fraud — its prevalence, victims, perpetrators, and methods. Particular
attention is paid to works with original data and research, and the examination is limited to those publications directly
concerned with fraud. Research that seeks to measure the effectiveness of fraud prevention efforts is not reviewed in
this document.

Prevalence:

There is no question that financial fraud is a major problem. With tens of billions of dollars lost each year to tens of
millions of victims, fraud is a pressing concern. This urgency is reflected in priorities of the American government,
with the US Attorney General naming financial fraud one of three top priorities, after terrorism and violent crime. Yet
current estimates of fraud’s impact likely understate the costs, as under-reporting and under-admitting hamper our
best efforts to measure fraud. It is possible that measurable fraud losses are but a fraction — and potentially a minor
fraction — of the fraud costs to individuals and society.

Victims:

The safest assumption is that everyone is susceptible to fraud, though the degree of either exposure or susceptibility
may vary by fraud type. Some people may, through circumstance or behavior, find themselves frequently targeted
by fraudsters and occasionally victimized, while other individuals may be less exposed and thus go unvictimized,
regardless of their susceptibility to the tactics of con artists. Although research has yet to identify unique markers of
personal vulnerability, the demographic, behavioral and psychological profiles of victims are relatively well studied.
Profiling is important because it has the potential to allow government agencies with limited human and dollar
resources to target information and protection to those who need it most. An emerging conclusion in profiling
research is that there is no generalized profile of a “typical” victim. Profiling studies that analyze victims by type of
scam, however, have yielded a clearer picture of scam-specific profiles. In other words, while everyone is vulnerable,
some people may be more vulnerable to particular scams than others.

Fraudsters:

Fraudsters are, by intention, largely hidden. This complicates systematic research and profiling efforts. In spite of
these limitations, interviews, surveys, anecdotal evidence, and emerging experimental studies are beginning to identify
the correlations and causes of fraudulent behavior. What information is available aligns with popular stereotypes

that con men are likely to be white, young or middle-aged men from middle-class backgrounds, often characterized

as “middle class failures.” However, these stereotypes and initial studies make substantial use of “common sense”
assumptions that may be mistaken. Additional data and experimentation is necessary before we can make conclusive
statements about the nature and motivations of fraudsters.

Methods:

Successful fraud looks just good enough to be true. By mimicking the persuasive strategies, communication streams,
and payment mechanisms of legitimate commerce, skilled fraudsters give few indications that their offers are

scams. Fraudsters’ methods anticipate informed, skeptical consumers by providing numerous markers of legitimacy,
authenticity, and appeals to trust. The means by which fraudsters contact targets and obtain money mirror trends in
everyday transactions, with the internet outpacing all other mechanisms.

Realistically assessing our ability to measure fraud’s prevalence and impact, realigning the way we understand and
relate to victims, identifying reliable sources of information on fraudsters, and expanding our study of the methods
employed in carrying out fraud will provide valuable contributions both to fraud research and to fraud-fighting efforts
in the U.S. and abroad.
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MAPPING THE TOPIC

This paper intentionally considers only research on individual consumer victimization. Fraud that targets organizations
(such as embezzlement, corruption, and tax evasion) has — perhaps thanks to the deeper pockets of its potential
targets — received much more attention. Measuring the extent of organizational fraud, its targets, and its perpetrators
is the express focus of other organizations, including the Institute for Fraud Prevention (IFP) and the Association of
Certified Fraud Examiners (ACFE), among others. Our resources are dedicated to understanding, preventing, and
detecting consumer-targeted scams, schemes, and swindles: what we term consumer financial fraud. Where data has
covered both fraud against organizations and consumers (sometimes termed ‘white collar crime’ generally), this fact is
noted in the text.

a misrepresentation or concealment of some fact material to a transaction of goods, services, or other
benefit that is made with knowledge of its falsity, nonexistence, or misrepresentation and with the intent to

deceive another and that is reasonably relied upon by the other who is injured thereby (Titus et al., 1995).

for

Monetary gain Non-monetary gain

Financial Fraud Voting fraud
Marriage fraud
Immigration fraud

| inflicted upon
Group/org. Government

Consumer Fraud Insurance fraud Tax fraud
Band fraud Welfare fraud
Employee fraud Stamp fraud

Medicare fraud

Financial Fraud Research Center

The Center feels that the realm of research surrounding fraud-fighting is logically distinct, worthy of sustained
attention, and similarly in need of independent review. This paper purposefully examines only research addressed at
fraud itself (as opposed to studying and evaluating fraud-fighting efforts).
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METHODOLOGY

Our method was to employ a variety of bibliographic back-tracing and logarithmic search methods to extract the most
complete volume of works on consumer financial fraud within the last 22 years (to 1990). Search terms included
“scams,” “fraud,” “swindles,” “consumer fraud,” “consumer scams,” “elder fraud,” “affinity fraud,” “con artists,”
“scammers,” “internet fraud,” “cyber fraud,” “cyber scams,” “telemarketing scams,” “white collar crime,” “deception,”
and others. The geographic focus of this review is the United States, but several relevant international works were also

included. The country of origin for these sources is indicated in the text.

” .

Emphasis was placed on recent works in order to maximize relevance and reduce overlap. Bibliographies were then
crosschecked to reduce the likelihood of overlooking bodies of research. Significant “silos” exist, even within the
relatively isolated research area of consumer financial fraud; certain groups of work tend to internally reference
and neglect work from other disciplines, limiting the field as a whole. While this tendency is discouraging for fraud
research, it points out the benefits of this interdisciplinary review to create valuable connections.

In total, over 95 peer-reviewed research articles and books were reviewed, analyzed, and summarized for the purpose
of this project. An additional 15 non-peer-review pieces were also included (including recent works from The New York
Times and The Wall Street Journal), as these speak to the popular perceptions — and misconceptions — of consumer
financial fraud.
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PREVALENCE

HOW BIG IS THE PROBLEM?

Highlights:
e We know that fraud is a major problem.
e Complaints of fraud are increasing, although fraud is still under-reported.
e The way we measure fraud is flawed.
¢ An estimated $40 to $50 billion of measurable, direct costs are lost to fraud annually.
e Costs vary by fraud type, and can go far beyond the financial.
¢ Large amounts of time and money are spent avoiding fraud — not included in the rate or cost statistics.

e Which types of fraud are most common is unclear.

Research Summary:

While there is no conclusive way to measure the rate of fraud, even that which is measurable has a tremendous
impact on individuals as well as society as a whole.

While efforts to arrive at a conclusive measure for the extent of fraud are unlikely, ongoing comparative efforts — such
as the annual survey conducted by the National White Collar Crime Center (NW3C) — provide some insight into which
types of fraud are increasing or decreasing. Notably, the fluctuations tend to mirror the legitimate-market version of
whatever form of fraud is being perpetrated. For example, internet fraud increases with the rise of the internet, gold
scams increase with the price of gold, and home repair scams increase in the wake of natural disasters. In general,
fraud follows the trends.

Measuring cost is complicated by the fact that there are many types of costs — monetary, psychological, physical, and
the least understood cost: time. Conservative estimates make use only of acknowledged victims in surveys and the
direct losses those individuals can recall. Loss estimates do not include the potentially large number of un-reported
and un-admitted incidents, or indirect costs (such as prosecution, detection, or non-monetary physical, psychological,
or temporal costs). This is partly due to the difficulty of finding reliable data to address these more disparate or less
tangible costs.

With these issues in mind, prevalence and cost estimates should be viewed as the visible tip of a much larger iceberg
of fraud losses.

Other organizations measuring the prevalence of fraud include the The United Nations Interregional Crime and
Justice Research Institute (UNICRI), which conducts the International Crime Victims Survey (ICVS), the Federal Trade
Commission (FTC), AARP, the Association of Certified Fraud Exanimers (ACFE), the Federal Bureau of Investigations
(FBI), and the Office of Fair Trading (OFT) in the United Kingdom.

“In every sector of every country, fraud has a pernicious impact on the quality of life.”

Geeetal.,, 2011, p. 2
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PREVALENCE VICTIMS FRAUDSTERS METHODS

~/

costs

Tens of millions of adults fall victim to fraud, losing tens of billions of dollars annually.

The prevalence of fraud is generally measured by using broad surveys that ask whether an individual has experienced
an incident of fraud in the preceding 12 months. Below are a range of figures from different data sources which

provide specific rates of successful victimizations among an adult population. 17%
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Estimates vary depending on what types of fraud are measured and whether figures rely on independent self-
reporting or on responses to surveys.

¢ In one of the first national surveys of fraud victimization, Titus et al. (1995) found a past-year

victimization rate of 15%, with victims losing $216.29 on average. Expanding the adult sample to the

national 1991 U.S. population, the researchers estimated an “annual loss from personal fraud in excess of $40
billion ($40,036,455,000)” (Titus et al., 1995, p. 59).

e Consumers filing complaints with the Consumer Sentinel Network reported losing over $1.5 billion to fraud
in 2011 (Federal Trade Commission, 2012). These complaints consisted of a broad base of consumer scams
from fake lotteries to investment fraud.

e Ultrascan (2008) estimates that $4.3 billion was lost to advance fee fraud in 2006 (in Ross and Smith, 2011).

¢ Estimates from the FBI and the Association of Certified Fraud Examiners approximate the annual cost of
white collar crime as being between $300 and $660 billion, although this definition of white-collar crime
extends far beyond consumer financial fraud (Association of Certified Fraud Examiners, 2005).

e Using the recent 14% victimization rate (Federal Trade Commission, 2007) and today’s census, the annual
cost of consumer financial fraud in the U.S. is approximately $50 billion. This rivals the annual gross output of
the radio and television broadcasting industry ($52.2b).

Each of these estimates attempts to make use of a sub-sample of the population, which is then extrapolated to the

population at large. The wide variation in rates may suggest either inconsistencies within the survey measures, or
inconsistencies in the source population pools.
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PREVALENCE VICTIMS FRAUDSTERS METHODS

~/

costs

The amount of money lost per victim and per scam is unknown. Estimates vary widely.
Estimates of the amount of money lost to each victim of fraud range from small (under $50) to quite large (over $1
million). These variations may reflect the fact that there is no “typical” loss for victims, just as there is no “typical”

cost for any other consumer expenditure. “Average” losses likely correlate with scam type, though this is unproven.

It is reasonable to infer that a certain type of fraud is connected to the cost of the legitimate form of that product or
service. However, given the unreliability of other assumptions relating to our understanding of fraud (see “Prevalence:
flawed measures” and “Victims: stereotypes”), such logical deductions should be empirically tested before they are
relied upon.

Studies report different findings for the most “costly” scam type:
e Internet deception median losses were $722 (Grazioli and Jarvenpaa, 2003).

¢ In one Australian study of fraud, victims of Nigerian dating scams (in which fraudsters create false online
dating profiles to request money) lost $17,500 (Ross and Smith, 2011).

¢ In one study conducted in the UK, highest mean losses were $9,000 for investment scams, $8,000 for African
advance fee scams, $7,000 for property investor scams, $5,000 for bogus holiday club scams, and $3,000 for
foreign lottery scams (Office of Fair Trading, 2006a). (Currency has been converted to U.S. dollars.)

The Federal Trade Commission’s Consumer Sentinel Network (CSN), an online database of millions of consumer
complaints, provides some longitudinal data for the amount of money lost to fraud per victim. The CSN includes 30
fraud categories ranging from prizes, sweepstakes, and lotteries to investment related complaints. Below are the
median and average dollar amounts lost per victim from 2006 to 2011. Although these numbers are median and
average values, keep in mind that extreme losses are not uncommon. For example, in 2006, 267 people reported
losing over $1 million to fraud.

Median and Average Dollar Losses per Fraud Victim
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PREVALENCE VICTIMS FRAUDSTERS METHODS
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costs

Financial fraud is more than a financial crime. Its victims experience non-financial costs.
Fraud is one of the few crimes in which the victims may be made to feel complicit in their own victimization. The

act of deception and betrayal inherent to fraud — particularly frauds that exploit social and religious ties, or other
bonds of deep trust — inflicts psychological consequences. Only one group of victims has been surveyed for these
consequences (below, a group of investment fraud victims), even though the demonstrable effects appear significant.

2%
Experienced major depressive episode
(within 20 months subsequent to victimization)
299,
2%
Of these, continued to have depressive symptoms
6 months after loss
48%
0% 10% 20% 30% 40% 50%

B Control Population B Fraud Victims

Source: Ganzini et al., 1990, p. 59

Fraud is commonly seen as inflicting only financial damages on its victims. This may in part be the result of a lack
of research in this area, with only a few interview studies and anecdotal efforts to uncover non-monetary costs.
Unlike financial losses, which can be measured in dollars and cents, psychological and emotional impacts are more
challenging to track.

In addition, non-financial consequences are not limited to the fallout of victimization itself. Hours and days spent
attempting to recoup losses are just the beginning. For retired victims without the necessary working years to recover
from a major fraud, there is the ongoing mental trauma of losing a child’s inheritance, of losing a sense of security,
and/or of losing the ability to support oneself through old age.

Unfortunately, interviews and anecdotal evidence suggest that those who attempt to share the incident with friends or
with the authorities may face stigmitization and ridicule (Button et al., 2011). Police units may not have the resources
to respond, may share a belief in the complicity of the victim, or may simply fail to perceive the victim as a victim at all.
This incurs its own sort of harm, as the victim is not only betrayed, but socially isolated.

Even preliminary research efforts suggest that fraud has the potential to incur substantial, broad, and long-lasting
physical, psychological, and social costs. Early empirical research has taken the form of interviews, an examination of
psychological harm in the wake of a large investment fraud, and a survey on the amount of time lost due to dealing
with fraud. Further research would valuably explore and quantify the direct and indirect social, psychological, and
other non-monetary consequences of fraud.

“One of the striking myths that still predominates around fraud victimization is that fraud is a
victimless crime or that it has less impact than some other crimes. This is wrong.”

Button et al., 2011, p. 3
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PREVALENCE VICTIMS FRAUDSTERS METHODS

~\

costs

Complaints of fraud are increasing.

An increase in the number of complaints of fraud may not indicate increasing incidence (see below), but it speaks to
fraud’s impact. The following figure from the Federal Trade Commission tracks the rise of fraud complaints since 2001.
Note: these numbers do not account for the rising population.
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Repeated studies provide the most reliable source of trend data with respect to the incidence of fraud, as different
surveys use different measures and definitions. The Federal Trade Commission (FTC), National Crime Victim Survey
(NCVS), and the Internet Crime Complaint Center (IC3) provide information over the past 10 years with respect to both
surveyed responses and reported fraud incidents.

In 2009, IC3 received 336,655 fraud complaints, which represented an increase of 22.3% compared to 2008. IC3
complainants reported losing an unprecedented $559 million in 2009, an increase of more than 110% over the amount
reported lost during the previous year.

Since many reports of fraud are now collected online, there is some doubt as to whether the rising reports of fraud
reflect an actual trend, or simply the increasing ease with which individuals can report incidents as they occur. For the
same reason, complaints may over-represent internet-related crimes.

It is perhaps safe to conjecture that the rising complaint rate does reflect a rising incidence of fraud overall, particularly
given the degree to which fraud is consistently unreported.

“[E]very year Americans lose almost $100 billion in telemarketing, investment, and charity fraud.

While this dollar figure is staggering, it does not capture the true costs of this crime.”

Pratkanis, 2005, p. 40
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PREVALENCE VICTIMS FRAUDSTERS METHODS

flawed measures

The way we measure fraud is flawed by under-reporting and under-admitting.

People frequently fail to report incidents of fraud. The numbers below refer to the percentage of victims who chose
not to report or take any other responsive action to their victimization.
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Measures of fraud rely on the accuracy of individuals’ self-report, on the reliability of individuals’ recollections, and on
the willingness of individuals to share incidents of victimization. Given that many people fail to report or admit fraud,
attempts to quantify the amount of fraud and its costs in society very likely understate its scope. Indeed, the true cost
of fraud may dwarf the already sizeable estimates of $40 - $50 billion.

Resources allocated to law-enforcement and other fraud-fighting agencies would be influenced by a more accurate
tally of fraud’s prevalence and impact. By identifying who is going uncounted, what causes people to stay silent,
and what can encourage victims to step forward, policy makers and law enforcement can gain a clearer view of the
problem and improve prevention efforts.

A better understanding of reporting and under-reporting behavior may also help guide resources for consumers
directly. Currently, while there are places victims can go to report fraud, these agencies are often incapable of taking
appropriate action. Clarifying the proper reporting mechanism for consumers (akin to the recent creation of the
National Fraud Authority in the United Kingdom) may be a valuable service in itself, and allow for a more accurate
picture of fraud in future.

“Under-reporting also has implications for how enforcers select cases to pursue.... This research
suggests that over-reliance on a complaints-driven process may result in some of the worst scams
not being investigated.”

Office of Fair Trading, 2006b, p. 35
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PREVALENCE VICTIMS FRAUDSTERS METHODS

flawed measures

Even known victims may not admit their own victimization.

?
i

Only 1 in 4 investment fraud victims, having lost between $1,000

and $25,000 in a scam, admitted to having been scammed or

swindled in the preceding 3 years.

o
o
Source: AARP, 2003a

Fraud victims often deny having been victims, skewing our measurement of fraud’s impact.
The numbers below refer to independently corroborated fraud victims who had been contacted directly by law
enforcement regarding the fraudulent incident.

e Of known investment fraud victims, 12% denied ever losing money on an investment (FINRA, 2007).

¢ Only half of known lottery fraud victims admitted to having been scammed/swindled in the previous 3 years
(AARP, 2003a).

Asking individuals to predict their own behavior in such circumstances is likewise unreliable. For instance, people say
they will report incidents, but don’t.

¢ In one national survey of white collar crime victimization, nearly 95% indicated that they would report

an incident of white collar crime victimization, while only 21% of actual victims indicated having reported their
victimization (National White Collar Crime Center, 2000).
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PREVALENCE VICTIMS FRAUDSTERS METHODS

~

flawed measures

Why people report — or don’t
There is some evidence that victims fail to come forward out of embarrassment, a belief that reporting won’t make

a difference, or a combination of these reasons. Successfully addressing these issues would be necessary steps to
encourage future reporting behavior.

Some victims are embarrassed.

¢ In one U.K. study, 1 in 5 victims failed to report, admitting being too embarrassed to come forward (Office of
Fair Trading, 2006b).

e In another Australian study, 1 in 4 people cited embarrassment as a reason for not reporting (Ross and
Smith, 2011).

Victims feel that there is little benefit (and potentially substantial cost) to reporting an incident of fraud.
e Not worth it: Nearly 1 in 3 victims said it wasn’t worth reporting (Office of Fair Trading, 2006b).
e Lack confidence in police: 1 in 5 victims felt the police wouldn’t find the offender (Ross and Smith, 2011).

¢ Not enough evidence: 1 in 4 victims felt there wasn’t enough evidence for legal action (Ross and Smith,
2011).

Other reasons why victims may not report incidents remain to be explored, including:

e To whom? — The dispersion of reports to a wide variety of agencies suggests that consumers may lack clarity
concerning where to report incidents of fraud.

¢ What do you mean by “fraud”? — By clarifying definitions and providing examples, known victims of certain
types of fraud may be more likely to acknowledge having been victimized (Shadel and Pak, 2007).

e Was it really fraud? — Incidents of fraud may be mistaken for incompetence or miscommunication.

e What fraud? — Much of the victimization that respondents report occurred quite recently. Since this is true
regardless of when a survey was conducted, this suggests that people may be forgetting past incidents.

Even when reports are made, they are not directed to those capable of taking action.
e Approximately 1/4 of reported victimizations were made to crime control agencies, though this, again, varied
significantly by type of crime overall: “only 14.43% of total victimizations were brought to the attention of any
type of criminal justice agency” (National White Collar Crime Center, 2006, p. 10-11).
¢ Of those who reported (55% of all victims), only 1 in 5 (21%) reached an entity with criminal investigative or
prosecutorial powers (National White Collar Crime Center, 2011). That leaves 12% of overall victimizations
having reached a criminal justice entity.

* 50% of victims reported to the business involved in the crime (National White Collar Crime Center, 2000, p.
10).

Those who do report fraud may not be doing it for themselves.
e The majority of people who report incidents do so to protect others: 57% did so to ensure that it didn’t

happen to anyone else, compared to 16% who sought some form of action or recourse for the wrong (Office
of Fair Trading , 2006b).

“Perhaps the biggest reason for the lack of reporting deals with restitution, or rather, the lack
thereof.”
Schoepfer & Piquero, 2009, p. 211
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PREVALENCE VICTIMS FRAUDSTERS METHODS

~

NEXT STEPS & QUESTIONS

Rates

¢ Can the “under-admit rate” be combined with current survey data to paint a more accurate picture of the
prevalence of fraud?

¢ To what extent are high-value frauds over-represented in the fraud rate data?

¢ Given the surprisingly high average estimates of the dollars lost to dating and internet scams, incorporating
these types of fraud into future surveys could allow for a more reliable measure of their costs.

¢ What methods allow surveys to garner the most accurate responses?

e Can measures of consumer fraud be standardized, including questions regarding number of victimizations
per person, number of fraud attempts, and success rates?

Costs

¢ Given the promising findings of initial research, further exploration of the non-financial costs of fraud on
individuals and societies would be valuable.

¢ How do the non-financial impacts of fraud victimization compare with the consequences of more traditional
violent crimes?

e How can we better measure the indirect costs of fraud? Can the survey of indirect costs in the United
Kingdom be mirrored here?

Reporting

e What other factors impact the likelihood of reporting?

¢ What can be done to encourage people to report fraud?

¢ How can we clarify where individuals should report different types of fraud?
Admitting

¢ What questioning strategies can most effectively encourage victims to admit having been taken by fraud?

e What prevents people from admitting their own victimization?

“To be honest I didn’t want all the hassle of finding out about why my money was taken like that,
I never ever bothered to phone up anybody. I just thought right, well I was conned but it won’t
happen again.”

Office of Fair Trading 2006b, p. 37, quoting fraud victim
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VICTIMS

WHO FALLS FOR FRAUD?

Highlights:

e There is no single profile of a fraud victim but certain generalizations can be made about victims of specific
fraud schemes.

e QOur stereotypes about victims are not entirely accurate.

e |t is difficult to find reliable victim data, which limits the ability to develop a more complete understanding of
victim profiles.

*Who is likely to fall victim to fraud is complicated by the two contributing kinds of vulnerability: a) some
individuals may be more likely to be targeted by fraudsters, and b) others may be more likely to fall for a fraud
once targeted.

Research Summary:

Fraud victim profiling is a relatively well-studied area in the realm of consumer financial fraud research. Studies have
explored three broad types of profiling analysis: demographic, behavioral, and psychological. A general trend is that
profiling victims of all scam types does not result in a reliable picture of the “typical” scam victim. As such, many
recent studies have sought to profile victims of specific types of fraud by comparing them to the general population

in terms of demographic, behavioral and psychological measures. These studies have largely focused on victims of
investment and lottery fraud, but have recently included victims of identity theft, advance fee loan scams, health care/
prescription drug scams, and business opportunity scams (AARP, 2011).

While there does not appear to be a “typical” generalized scam victim, recent research has created a clearer picture of
the “typical” scam victim by type of scam. For example, investment and lottery fraud victims differ from the general
population, and each other, in terms of demographics, education, financial literacy, openness, exposure to sales
situations, and experience of negative life events (AARP, 1996; AARP, 2003a; AARP, 2007; Consumer Fraud Research
Group, 2006; Pak and Shadel 2007; AARP, 2008; AARP, 2011).

Although we are beginning to have a clearer understanding of how scam-specific victims differ from the general
population, one issue that remains to be studied is how these victims differ from the typical consumer in the specific
marketplace in which they were swindled. For example, we know how the typical lottery scam victim differs from the
general population, but how does she differ from the typical lottery player? This level of fine-grained analysis may
identify if there is a unique marker of scam vulnerability beyond exposure to the marketplace. Moreover, we know that
different individuals are more vulnerable to different types of fraud, but it is possible that every individual is vulnerable
on some level, depending perhaps on the skillfulness of the ploy. Attempts to assess average consumers as potentially
vulnerable targets of fraud, and to incorporate the wide range of fraud sophistication into research, may also advance
our understanding of who falls for fraud.

Note: This Center and the research reviewed does not address the consequences of dementia or medically-significant
cognitive impairment. It is the opinion of this Center that financial abuse in such circumstances, while serious and
relevant, requires dramatically different protective responses and should be considered as a distinct phenomenon
from the victimization of cognitively healthy individuals.

18 Financial Fraud Research Center | fraudresearchcenter.org



PREVALENCE VICTIMS FRAUDSTERS METHODS
NV

profiling
Some measures show promise of identifying particularly vulnerable populations.
Profiling studies typically explore differences in various demographic, behavioral, and psychological factors between
victims and non-victims. Below are descriptions of select research findings for each profiling measure.

Demographic Variables

Age — The academic literature is mixed on the question of whether younger or older people are more likely to be
victimized by fraud. In support of older consumers being the more likely victims, a 1996 study by AARP found that
while individuals over 50 comprised 35% of the American population, they accounted for 57% of all fraud victims
(AARP, 1996). Another AARP study in 1999 found that the 50-64 year old age cohort was the most likely group

to report having been victimized by a major fraud (AARP, 1999). In addition, a 2003 study of known lottery and
investment fraud victims found the percentage of victims over age 50 to be extremely high (AARP, 2003). A survey
conducted by the North American Securities Administrator’s Association (NASAA) indicated that 45% of investment
complaints were made by seniors over the age of 65 (Struck, 2006). Most recently, the 2011 AARP Foundation
National Fraud Victim Study surveyed known victims of fraud and found that the average age of fraud victims was
much higher than the average age of the general population (AARP, 2011).

Conversely, in a national survey across all scam types, Titus and colleagues found that older consumers were three
times less likely to be fraud victims than younger consumers (Titus et al., 1995). Another smaller scale study also
found that younger adults were more likely to become victims of fraud (Van Wyk and Benson, 1997). These findings
were confirmed by the 2003 and 2005 Federal Trade Commission national surveys that found older consumers less
likely to be victimized than younger consumers (Federal Trade Commission, 2004, 2007).

It appears that general surveys across all scam types tend to find that older consumers are less victimized, but studies
that have analyzed victims by scam type (such as telemarketing, investment, and lottery fraud) tend to find larger
proportions of senior victims. This may result from the fact that many of the general surveys rely on self-report

data, while the studies stratified by scam type often use data sets of known victims obtained from law enforcement.
Younger individuals are more likey than older individuals to admit victimization (AARP, 2011), which may skew the self
report data used in many of the general surveys.

Gender — Research supports the finding that gender has no impact on fraud vulnerability across all scam types

(Titus et al., 1995; Kerley and Copes, 2002; Federal Trade Commission, 2004). However, studies have shown that the
incidence varies by scam. For example, women are more likely to be victims of lottery fraud, while men are more likely
to be victims of investment fraud (e.g., AARP, 2003, 2011).

Race — Several studies suggest that race has no impact of likelihood of victimization (Titus et al., 1995; AARP, 2003;
Kerley and Copes 2002; Lee and Soberon-Ferrer, 1997). On the other hand, African Americans, Native Americans, and
Hispanics were more likely than non-Hispanic whites or Asians to be fraud victims in the 2003 and 2005 Federal Trade
Commission national surveys (Federal Trade Commission, 2004, 2007).
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Income/Financial Status — Those in precarious financial circumstances may be more vulnerable to fraud. A few studies
have shown that those with lower incomes are more likely to be fraud victims, as well as those who think their income
will either go up or down significantly in the next three years (Federal Trade Commission, 2004; Kerley and Copes,
2002). Additionally, debt burden appears to have an effect on fraud victimization. In a 2005 Federal Trade Commission
survey, nearly 1 in 4 respondents with more debt than they could comfortably handle were victims of fraud, compared
to 1in 10 of those without personal debt (Federal Trade Commission, 2007).

When analyzing income for specific types of fraud, studies have found that investment fraud victims have a higher
income than the general population and lottery fraud victims have a lower income than the general population (e.g.
AARP, 2003, 2011).

Education -- The literature relating to the impact of education on fraud victimization is mixed. The Federal Trade
Commission’s 2003 national survey found no significant differences among fraud victims based on educational
attainment (Federal Trade Commission, 2004). Other studies, however, have found that those on the educational
extremes (a master’s degree or higher, or those who had dropped out of high school) were less likely to be fraud
victims than those will some college or a college degree (Titus et al., 1995; Kerley and Copes, 2002).

With respect to different scam types, victims of investment fraud have a higher educational attainment than the
general population and victims of lottery fraud have lower educational attainment than the general population (AARP
2003).

Financial Literacy — Several studies have shown that investment fraud victims are more financially literate than the
general population, while lottery fraud victims are less financially literate than the general population (Consumer
Fraud Research Group, 2006; AARP, 2007, 2008).

Marital Status — The literature is mixed with respect to marital status and fraud victimization generally. The 2003
Federal Trade Commission survey found no significant difference between married and single people in terms of their
fraud victimization (Federal Trade Commission, 2004). Soberon-Ferrer and Lee (1997) used data collected from a 1993
AARP survey of consumer data to create a “vulnerability scale” that relates to likelihood of fraud victimization. This
study suggests that married people, with lower vulnerability marks, may be less likely to become fraud victims.

When analyzed based on different scam types, studies show investment fraud victims are more likely to be married
and lottery fraud victims are more likely to be widowed or divorced than the general population (Consumer Fraud
Research Group, 2006; AARP, 2003, 2007, 2008, 2011).

Urban/Rural Environment — The literature is mixed. In the 2005 National Public Survey on White Collar Crime, living
in an urban setting was associated with increased likelihood of fraud victimization (National White Collar Crime
Center, 2006). However, most studies find no relationship between fraud victimization and living in a rural vs. urban
environment.

“Even the most wary and sophisticated consumers may fall victim to fraudulent offers — in the
mail, in the media, and on the Internet.”

Federal Trade Commission, 2004, p. ES-1
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Behavioral or Situational Variables

Risk-Taking — Van Wyk and Benson (1997) found that people who reported greater financial risk-taking behavior
were also more likely to report being the target of fraud, although they did not necessarily become victims of fraud.
Using national survey data, Schoepfer & Piquero (2009) found that involvement in risky behavior predicted fraud
victimization.

Credit Card Use — In one study, those with more credit cards in their wallets were more likely to be victims of free prize
offers, but credit card use was not a significant predictor of general fraud victimization (Scheopfer and Piquero, 2009).

Religious Fervor — Extreme religiosity may correlate with increased vulnerability. Lottery fraud victims are more likely
than non-victims to describe themselves as “extremely religious” (Consumer Fraud Research Group, 2006).

Exposure to Sales Situations — Research suggests that scam victims as a whole report significantly more behaviors
that increase their exposure to sales situation, like attending seminars, reading all mail, and sending away for free
information (FINRA Foundation, 2007; AARP, 2008, 2011).

Openness — Studies have shown that investment fraud victims tend to be more open to outside sources of information
than the general population (FINRA Foundation, 2007; AARP, 2007, 2008).

Negative Life Events — The Investor Fraud Study (2006) performed by the Consumer Fraud Research Group for the
FINRA Foundation showed that investment fraud and lottery fraud victims reported a significantly greater number of
negative life events (e.g. employment issues, home maintenance issues, legal issues, medical issues and neighborhood
issues) than non-victims (Consumer Fraud Research Group, 2006).

Previous Victimization — Past victims may be more vulnerable to future victimization. For example, in one U.K. study,
those respondents who reported having previously responded to a scam also reported being more likely to respond
again (Office of Fair Trading, 2009). However, subsequent work in this area has been unable to replicate this finding.

Psychological Variables

Low Self-Control/Impulsivity — Evidence suggests that those with low self- control, who are also more likely to engage
in a range of risky behaviors, are prone to victimization. For example, Holfreter et al. (2008) found that a 1-unit
increase on their 5-point low self-control scale increased the odds of fraud victimization of targeted individuals by 302
percent. Similarly, 1 in 3 investment fraud victims buy things “on the spur of the moment” as compared to 1 in 4 of the
general population and 1 in 5 lottery fraud victims (AARP, 2003).

Contentedness — Those who are less content with their lives may be more vulnerable. Lottery and investment fraud
victims were more likely than the general population to feel that they had gotten less than they deserved out of life
(Consumer Fraud Research Group, 2006).

Interest in Persuasion — Research suggests that scam victims as a whole are significantly more interested in persuasion
statements than the general population (e.g., AARP, 2011).

Scams, Schemes & Swindles | a research review of consumer financial fraud

21



PREVALENCE VICTIMS FRAUDSTERS METHODS

N
profiling/stereotypes

Putting it all together: victim profile by type of scam

As evidenced above, analyzing scam victims as a whole obscures many of the distinguishing characteristics between
victims and non-victims. By analyzing victims by scam type, however, much more coherent findings emerge. Below are
the most current victim profiles to date.

Investment Fraud Victims

® More likely to be male, relatively wealthy, risk-taking, interested
in persuasive statements, open to sales situations, and better
educated than the general public.

Lottery Scam Victims

More likely to be female, older, single, lower income, interested in
persuasive statements, open to sales situations, and less educated
than the general public.

The stereotype of fraud victims as older, less educated adults is entrenched.

There is a common perception, especially in the media, that older, uneducated people are more likely to be victims

of fraud. Indeed, the profiles of some victims, such as lottery fraud victims, do show higher proportions of victims
coming from older age groups. However, the profile of the typical investment fraud victim is vastly different from

the popular notion of fraud victims as lonely, old, and uneducated. Moreover, as mentioned above, several national
studies indicate that younger consumers are more likely to be victimized than older consumers. Even in the face of this
countervailing research, the perception that all fraud victims are old and uneducated remains common. For example,
the National White Collar Crime Center (NW3C) conducted a survey in 1999 to examine the public’s perceptions of,
and experiences with, white collar crime. As you can see below, 49% of the respondents believed those with less than
a college education are more likely to be the victims of fraud, and 60% of respondents believed those over 60 years
old are more likely to be victims of fraud (NW3C, 2001).

Believe those with less than a college education
are more likely to be victims of fraud.

49%

Believe those 60+ years are more likely to be

[0)
victims of fraud. 60%

Source: National White Collar Crime Center, 2001

Understandably, sources in the popular media mirror the stereotypes around victims (e.g., Span, 2012). The
persistence of this belief may in part stem from the fractured nature of the consumer financial fraud research field,
as applicable research may be difficult to locate. Stereotypes about victims are also perpetuated by the words of
fraudsters, who often vilify targets to justify their own exploitative action.

“You can’t cheat an honest man.”

Dornstein, 1996 in Titus, 2001, p. 136, Attributed to a 19th-century con artist
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Identifying non-victim pools for profiling comparison is difficult.

Problems with identifying non-victims and eliciting accurate responses make it challenging to glean clear answers from
research. Previous studies have indicated that those who report fraud victimization to authorities may only be the “tip
of the iceberg” of the total number of victims (conceptually visualized below). Many other fraud victims report their
victimization when explicitly asked in national telephone surveys, but it is likely that a substantial number of fraud

victims will never be accurately identified because they are either unwilling to admit being swindled, or are unaware of

their victimization.

- Fraud detected in self-reporting

Fraud detected in survey response

- Fraud undetected

Financial Fraud Research Center

In order to identify profiles of likely fraud victims, pools of known victims are compared to “non-victims.”
Unfortunately, “non-victim” populations may or may not include a sizeable number of those victims who deny their
own victimization, forgot the incident, or were unaware of having been swindled. This means that the control group
of “non-victims” may be unreliable. Given the rates of “under-admitting” (see “Prevalence: flawed measures” above)
for even those victims with large, recent losses, the likelihood that individuals are accurately representing their
lifetime victimization history may be rather low. Nor does someone’s current status as “non-victim” mean that he/she
is invulnerable, or even less susceptible than an average victim; the individual may have gone unvictimized thanks to
luck, rather than to any reliable protective mechanism.

Furthermore, the scam-specific victim profiles, which do distinguish the victim from the general population, may not
distinguish the victim from the typical consumer in that specific marketplace. For example, is the profile of a male,
wealthy, educated and risky investor a unique marker of investment fraud vulnerability, or is it merely the profile of
the typical investor? Similarly, is the profile of the typical lottery scam victim simply the profile of the typical lottery
player? If the victim and typical consumer profiles converge, then the increased victimization associated with the
victim profile may be the result of increased exposure, rather than unique vulnerability once targeted. The ideal
scenario would be to compare the scam specific victims to the typical consumer in each marketplace, rather than to
the general public. In this comparison, differences between the victim and typical consumer would suggest a measure
of personal susceptibility beyond exposure.

While data limitations have thus far precluded distinguishing vulnerability at such a fine-grained level, the current
profiling research is sufficient to help direct the allocation of resources to those who are most targeted by fraud.
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¢ Are there certain types of scams that not only target certain populations, but to which certain populations
are particularly susceptible once they’ve been targeted?

e Are there useful, simple means of assessing one’s own psychological susceptibility to fraud?

e What makes individuals unusually invulnerable to fraud? s this potentially a more readily identifiable sub-
group?

e If the majority of consumers are vulnerable to fraud, what does this imply for fraud-fighting, consumer
protection, and legislative efforts?

¢ Does lack of satisfaction with a certain aspect of one’s life make one more vulnerable to a fraud ploy
targeting that area?

e Can individual susceptibility to fraud be contextualized to reflect the sophistication of the particular ploy?
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FRAUDSTERS

WHO PERPETRATES FRAUD?

Highlights:

¢ What we know about fraudsters and their methods is the most limited area of consumer financial fraud
research.

e What information we have conforms to broad stereotypes of fraudsters as generally young or middle-class
white men of a middle age.

¢ Some non-demographic measures appear to be linked to fraud offending, though these remain speculative.

e Fraudsters differ from “typical” criminals inasmuch as they seem to be members of middle-class backgrounds
who were unsuccessful in the mainstream.

¢ Preliminary findings suggest that fraudsters are motivated by money, an easy lifestyle, and power.

¢ Fraudsters fail to see themselves as criminals.

Research Summary:

The nature of consumer financial fraud is such that fraudsters are difficult to locate. Most of what we know about
fraudsters is anecdotal.

A few studies have surveyed known investment and telemarketing fraudsters both in and out of prison (Doocy et al.,
2001; Shover et al., 2003), while more recent efforts have attempted to assess cheating and “fraudulent” behavior in a
laboratory setting (Holtfreter et al., 2010).

However, there is reason to doubt the reliability of self-reporting of fraudsters’ motivations in surveys, and the
applicability of laboratory experiments to real-life situations is unclear.

Our perceptions may also be skewed by the limited types of fraud known con-artists engaged in; there is no reason to
believe that a telemarketing fraudster shares the same background, profile, or motivations as does a work-at-home
scam artist, or as a high-stakes Ponzi schemer.

In spite of these limitations, there appears to be some consensus around common demographics of fraud offenders:
male, white, and middle-class. Whether this perception will persist as more fraud is uncovered — and as fraudulent
acts become increasingly accessible to those beyond the stereotypical “white-collar” set — remains to be seen.

Fraudster profiling efforts are in the earliest stages of study.

“Telemarketing fraudsters, unlike the professional thieves of previous generations, are likely to
spend their weekends on the lake, playing golf, or having friends over for a barbeque. Still, they
blow their earnings on drugs, gambling, fast living and conspicuous consumption. They earn a
reasonably good return from crime, but like ‘box men’ of yore, few spend appreciable time in jails
and prisons.”

Shover et al 2003, p. 502
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What information we have conforms to popular stereotypes about fraudsters.

The stereotypical fraudster might be described as a middle-class failure: white, male, young to middle-aged, with

an erratic job history in spite of a having a traditional middle-class background. When fraudsters engage in illegal
activity, it is most often with non-violent offenses. Fixated on an image of wealth and success that they are unable to
achieve in the mainstream, the stereotypical fraudster goes outside the mainstream to cultivate money, power, and a
stereotypically lavish lifestyle.

Of investment fraudsters with offenses on file, crimes were generally non-violent (Doocy et al., 2001, p. 16):

16% [ | Drugs/Alcohol
B Criminal
B Trading

149

70%

Some demographic measures have been linked to fraud offending, though the data may be out of date, based on
limited survey samples, or anecdotal.

e White: 19 in 20 telemarketing fraudsters interviewed were white (Shover et al., 2003, p. 493).
e Male: 19 in 20 scam artists were men, while just 1 in 20 were women (Doocy et al., 2001, p. 15).

¢ Young or middle-aged: Telemarketers’ average age was 35 in one study (Doocy et al., 2001, p. 15) and 42 in
another (Shover et al., 2003; p. 493).

As the moniker “white collar crime” suggests, fraudsters frequently appear to come from the ranks of the middle-class.

¢ Parents were conventional and hard working, and the family finances were secure if not comfortable.
Families were generally patriarchal (primary male income) (Shover et al., 2003, p. 494).

¢ Telemarketing fraudsters’ “responses reveal little that distinguishes them from others of similar age and class
background. Certainly, the disadvantages and pathologies commonplace in the early lives of most street
criminals are in scant evidence here” (Shover et al., 2003, p. 495).

Itis likely that the broader access to markets will allow those outside of the middle class entry into traditionally “white
collar” avenues of crime.

“Fraudsters are more like ‘office workers who are more comfortable with a cup of coffee and a tall

tale than a lunch pail and a few quick beers.’

Stevenson, 1998 in Doocy et al., 2001, p. 16
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Some speculative non-demographic measures may be linked to fraud offending.
Identifying behavioral and psychological indicators of likely fraudulent behavior is a valuable field of research, still in its

early stages of development.

Criminal offense histories are not uncommon.
* 60% had “had at least one action filed against them in their adult lifetime,” though the actual records of 69%

were clean in the state Department of Corporation files” (Doocy et al., 2001, p. 16).

Frequent job changes are common.
e The average number of jobs held by a group of investment fraudsters since they were 18 was 12.9 (Doocy et

al., 2001).

e The average amount of time on any job was just over a year (Doocy et al., 2001).

¢ These jobs were often white collar positions “that typically provide the worker with a cubicle and protection
from outdoor weather cycles” (Doocy et al., 2001, p. 16).

Fraudsters often appear to be those who did not excel among their middle-class peers. Even among relatively stable
backgrounds, fraudsters represent a high proportion of those who failed to succeed in this environment, perhaps

turning to “alternative” methods as a result.
e Of the group of 47 telemarketing fraudsters interviewed in one study, 8 were high school drop-outs; of the

21 who were college attendees, they averaged only 2 years in attendance (Shover et al., 2003).

Lack of self-control appears to explain some fraudulent behavior.
¢ In one study, low self-control was an excellent predictor of fraudulent behavior, but much of the variance

was left unexplained (Smith, 2004).

e In a study of college undergraduates, low self-control accounted for 91% of the explained variation in
academic fraud (plagiarism, lying to a professor, etc.) and 39% of fraud offending (i.e. “used someone else’s
credit card without their permission” and “misrepresented yourself on a job application or resume”)

(Holfreter et al., 2010).

Fraudsters appear to fixate on money at an early age.
e Many telemarketing fraudsters reported awareness of an uncommon interest in money from an early age

(Shover et al., 2003).

e Typically, telemarketing fraudsters began working for pay while young, and worked throughout adolescence
(Shover et al., 2003).

“For our [telemarketing fraudster| subjects, many of whom were floundering on conventional paths,
criminal telemarketing was a godsend; it came along at a time when they needed to show that they

could make something of themselves.”
Shover et al., 2003, p. 495
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Motivations often seem to include the classic mix of money, lifestyle, and power.

While it is logical to suppose that fraudsters are unusually motivated by greed, this assumption remains to be tested.
Certainly financial considerations are no less motivating factors for fraudsters than they are for average citizens, and
the money to be had can be staggering.

e Only one person [2.1%] reported earning less than $1,000 weekly, and most said their annual earnings were
in the range of $100,000 to $250,000. Five placed their annual earnings in excess of S1m (Shover et al.,
2003).

The work-life balance may hold its own appeal for fraudsters.

¢ Describing 20-30 hour work-weeks, flexible schedules, and no need for extensive training or advanced
education, the opportunity to excel without sacrificing lifestyle likely contributes to fraud’s appeal. With few
rigid rules or strictures, this business may provide its own form of freedom (Shover et al., 2003).

Though challenging to quantify, some fraudsters speak to the rewards of power or perceived control.
¢ “| want to beat that person | am talking to on the phone” (Shover et al., 2003, p. 497).

¢ “It was the money, but it was [also] the ability to control people” (Shover et al., 2003, p. 497).

Fraudsters may not experience a disincentive to commit their crime in the face of such strong motivations, as they
often fail to see themselves as criminals. Fraudsters distinguish themselves from ‘typical’ criminals in a number of
ways that do not appear to differ substantively from the ways in which population at large views con artists, fraudsters,
and other criminals employing deception. Just as there may be some public ambivalence around the skillful conman
and the culpability of the victim, so too do fraudsters employ these perceptions in their self-analysis — or at least in
their descriptions of their self-reflections. Fraudsters often:

¢ Object to the label ‘criminal” as too strong:
Notwithstanding the fact that the interviewees were all convicted felons, most criminal telemarketers
rejected the labels “criminal” and “crime” as inaccurate or excessive (Shover et al., 2003).

e Blame the victims:
Fraudsters describe victims as culpable themselves, either due to greed, gullibility, or the victim’s own desire
to outwit the traditional methods of making money (MacDonald, 1939, in van Wyk and Benson, 1997).

e Make use of ambiguity:

Describing their tactics as simply ‘aggressive sales’, fraudsters attempt to characterize their own actions in
terms of possibly reprehensible — yet legal — methods. They compare their actions to a retail outlet marking
up a t-shirt by 1,000% (Shover et al., 2003).

“I was making too much money. It just seemed so easy.”

Shover et al., 2003, p. 496, quoting convicted fraudster
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e To what extent do fraudsters differ from the general population?

¢ To what extent are the types of people involved in fraud shifting? For example, is the internet transforming
the typical profile of a fraudster?

¢ To what extent can those interviewed be relied upon to present a representative picture of fraudsters
generally? In what ways are they likely to differ from those fraudsters not available for interview?

¢ Do instances of cheating/fraudulent behavior in a classroom or laboratory setting correlate with similar
instances of fraud in the real world?

¢ What motivates fraudulent behavior? Does a desire for money, an easy lifestyle, and power adequately
describe fraudsters” motivation to commit fraud?
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HOW DO WE FALL FOR FRAUD?

Highlights:
¢ Fraud imitates the strategies and appearance of legitimate products, goods, and services.

¢ While persuasive tactics generally mimic legitimate marketing practices, some extend to threats and/or acts
of violence.

¢ Technological methods (both of contacting targets and receiving payment) mirror the technological
transformations of the broader market.

e The methods of fraud remain to be systematically surveyed and investigated.

Research Summary:
Fraud is, at its core, successful marketing for illegitimate purposes. To understand fraud is to understand deception —
its persuasive strategies and practical methods.

The array of research that directly addresses fraud through the study of deception (and its brethren: lying, dishonesty
and betrayal) is both immense and disperse. This research encompasses such fields as psychology, linguistics,
sociology, and fields concerned with the use and misuse of communication. The future of fraud research could
fruitfully apply the findings of these disciplines to enrich our understanding of how we fall for fraud.

Current efforts to explore methods of fraud are limited to 1) a handful of studies examining the persuasive strategies
used in successful fraud attempts, 2) surveys measuring the communication methods used to contact intended victims,
and 3) surveys describing the mechanisms by which money is transferred from victims to fraudsters.

The focus on the latter two methods is partly due to the fact that these lend themselves to quantitative analysis.
Deception, on the other hand, is much more difficult to measure. Ongoing research will need to explore the problems
of identifying intended deception, providing a quantitative filter, and evaluating results in a systematic, repeatable
manner.

“It is often subtlety compared to outright lies that marks the dividing line between an acceptable
and a criminal marketing pitch.”

Doocy et al., 2001, p. 7

30 Financial Fraud Research Center | fraudresearchcenter.org



PREVALENCE VICTIMS FRAUDSTERS METHODS

NV

persuasion
Persuasion tactics make use of the same mechanisms as legitimate marketing.
Aside from fraud’s illegality and intention to mislead, its persuasive tactics largely overlap with those of legitimate
marketing.

1% 29 49,

15%

11%

10%
Source: Shadel and Pak, 2007, p. 67

By studying the marketing strategies of fraudsters, studies have been able to analyze what psychological methods are
used to perpetrate a scam. As with other aspects of studying fraud, the type of scam is important; what is being sold
and to whom dictates which strategies are used.

Establishing Legitimacy
e Mimicking social bonds: Socially-targeted phishing attacks were substantially more successful than the
control condition, non-targeted, attacks (76% vs. 16%) (Jagatic et al., 2005).

| “"

e References: In approximately 40% of Nigerian-originated fraud cases in Australia, additional “references”

were also introduced to substantiate the fraudster’s claim (Ross and Smith, 2011).

¢ Testimonials: The presence of credible testimonials were linked with both deception and trust on a
fraudulent purchasing site (Grazioli and Jarvenpaa, 2000).

“We had a lot of confederates working for us — other investors we bought in that we paid to give
references [about] how wonderful we were” (Ruffenauch, 2004, quoting convicted investment
fraudster).

e Mentioning risks: 88% of victims of an investment fraud said a fraudster mentioned possible risks, and that
this seemed to support the offer’s legitimacy (Shichor et al., in Pontell and Shichor, 2001).

Invoking Fear
¢ Occasionally fear and even threats of violence are employed, demonstrating that fraud is not, in fact, entirely
a non-violent crime.

e Around 1 in 5 of Nigerian-originated fraud victims reported that the offenders made threats of violence
against either the victim or their family (Ross and Smith, 2011).

“It’s all about packaging and the picture that you paint for them — the image, all about the dream
you're making for them.”

Ruffenauch, 2004, quoting convicted fraudster
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PREVALENCE VICTIMS FRAUDSTERS METHODS

N

method

Internet is the contact method of choice for fraud.
Although telemarketing has long been associated with consumer fraud, the internet has consistently been the most
frequently reported method of contact for fraud victimization in recent years.

B Internet (e-mail & websites) I Phone

M mail I Other
100% —
" 90% [~
8 -
£ 80% [
= -
2 70% [
% 60% [~
(@]
= 50% [~
2 -
5 A%
% % — Source: Federal Trade Commission,
e 20% [ 2009, 2011, 2012
10% —
2006 2007 2008 2009 2010 2011

*Some years may not add up to 100% due to rounding in the original data source.

Payment methods for fraud are diverse.

The chart below shows Consumer Sentinel Network fraud complaints by method of consumer payment. Note that
these figures include a significant number of complaints from CSN data contributors MoneyGram International and
Western Union Money Transfer, which may affect the distribution of the reported method of payment.

W Bank account/Debit Il Money Order
M Cash/Cash Advance I Telephone Bill
M Check Wire Transfer

M Credit Cards

100%
90%
80%
70%
60%
509
40%
30%
209%
10%

Percent of Total Payment Methods

Source: Federal Trade Commission,
2009, 2011, 2012

2006 2007 2008 2009 2010 2011

“As suggested by criminological theories, the occurrence of Internet deception is increasing at
approximately the rate of growth of the Internet itself.”

Grazioli and Jarvenpaa, 2003, p. 4
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PREVALENCE VICTIMS FRAUDSTERS METHODS

A\

NEXT STEPS & QUESTIONS

e Are there persuasive methods used in fraud that differ in nature from legitimate persuasive methods?
e |s it possible to effectively train people to recognize manipulative intent in persuasive messages?

¢ Are there persuasion strategies that can serve as markers for fraud? Perhaps excessive attempts to prove
legitimacy?

¢ Are there certain communication technologies that are more or less conducive to detecting fraudulent
ploys?
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IN CLOSING

There is still a great deal that we do not know about fraud.
Our ability to improve our understanding is most limited by the difficulty of acquiring reliable information and data.

Appreciating the incompleteness of our information can prevent reliance on measures that underestimate the
problem, and can help temper conclusions about fraud’s victims and offenders.

Fraud dwarfs the oft-quoted $S40 billion figure. Individual likelihood of victimization is a factor of both exposure and
susceptibility, with the vast majority of consumers vulnerable under the right circumstances. Fraudsters appear to be
individuals unable to achieve the financial success in the mainstream that they feel they deserve.

Research within and across a wide range of disciplines is necessary to help shed light on this complex problem. Given
the hidden nature of fraud, research may not yield conclusive answers to the basic questions of fraud’s impact,
victims, and perpetrators, yet conclusive answers are not required for definitive action. Even with limitations of data
and resources, developing our understanding of fraud’s underpinnings, enhancing the sophistication of fraudster and
victim profiling, and tracking fraud’s evolution can help guide future fraud-fighting efforts.
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|. DISTRIBUTION OF ORIGINAL
RESEARCH DATA
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1. VICTIM PROFILING SOURCES

The following list outlines which publications provide data for each of the victim profiling characteristics.

Age — Shadel and Pak, 2007; AARP, 2011; Pak, 2008; Office of Fair Trading, 2006a; Consumer Fraud Research Group,
2006; National Consumers League, 2011; Van Wilsem, 2011; British Columbia Securities Commission, 2012; Federal
Trade Commission, 2012; Federal Trade Commission, 2007; Federal Trade Commission ,2004; AARP, 1996; AARP,
2003a; Muscat et al., 2002; Ross and Smith, 2011; Kerley and Copes, 2002; Lee and Geistfeld, 1999; Lee and Soberon-
Ferrer, 1997; Van Wyk and Benson, 1997; Titus et al., 1995; Van Wyk and Mason, 2001; Schoepfer and Piquero, 2009;
Holtfreter et al., 2006

Education — Shadel and Pak, 2007; AARP, 2011; Pak, 2008; Consumer Fraud Research Group, 2006; Federal Trade
Commission, 2007; Federal Trade Commission, 2004; AARP, 2003a; Ross and Smith, 2011; Kerley and Copes, 2002;
Lee and Geistfeld, 1999; Lee and Soberon-Ferrer, 1997; Van Wyk and Benson, 1997; Titus et al., 1995; AARP, 1996;
Schoepfer and Piquero, 2009

Financial Literacy — Shadel and Pak, 2007; Consumer Fraud Research Group, 2006; Office of Fair Trading, 2006a; Van
Wilsem, 2011; AARP, 2011; British Columbia Securities Commission, 2012

Gender — Shadel and Pak, 2007; AARP, 2011; Pak, 2008; Office of Fair Trading, 2006a; Consumer Fraud Research
Group, 2006; Federal Trade Commission, 2007; Federal Trade Commission, 2004; AARP, 1996; AARP, 2003; Ross and
Smith, 2011; Kerley and Copes, 2002; Shichor et al., in Pontell and Shichor, 2001; Lee and Geistfeld, 1999; Lee and
Soberon-Ferrer, 1997; Van Wyk and Benson, 1997; Titus et al. 1995; Schoepfer and Piquero, 2009; Holtfreter et al.,
2006; National White Collar Crime Center, 2006; Button et al. 2009b

Income — Shadel and Pak, 2007; AARP, 2011; Pak ,2008; Consumer Fraud Research Group, 2006; Federal Trade
Commission, 2007; Federal Trade Commission, 2004; AARP, 2003a; Ross and Smith, 2011; Kerley and Copes, 2002;
Shichor et al., in Pontell and Shichor, 2001; Lee and Geistfeld, 1999; Lee and Soberon-Ferrer, 1997; Van Wyk and
Benson, 1997; Titus et al., 1995; AARP, 1996; Van Wyk and Mason, 2001; Schoepfer and Piquero, 2009; Holtfreter et
al., 2006; National White Collar Crime Center, 2006

Household Size — Shadel and Pak, 2007; AARP, 1996; Lee and Geistfeld, 1999; Titus et al., 1995
Race — Shadel and Pak, 2007; Federal Trade Commission, 2007; Federal Trade Commission, 2004; AARP, 1996; AARP,
2003a; Kerley and Copes, 2002; Lee and Geistfeld, 1999; Lee and Soberon-Ferrer,1997; Titus et al., 1995; National

White Collar Crime Center, 2006

Urban/Rural Environment — Van Wilsem, 2011; National White Collar Crime Center, 2006; Titus et al.. 1995; Shichor et
al., in Pontell and Shichor, 2001

Risk-Taking — Van Wyk and Mason, 2001; FINRA Foundation, 2007; van Wyk and Benson, 1997; Schoepfer and
Pigquero, 2009; National White Collar Crime Center, 2000

Impulsivity — Van Wilsem, 2011; Holtfreter et al., 2008; AARP, 2003a
Awareness of Scams Generally — Office of Fair Trading, 2009; AARP, 2003a
Marital Status — Shadel and Pak, 2007; AARP, 2011; Pak, 2008; Consumer Fraud Research Group, 2006; Federal Trade

Commission, 2007; Federal Trade Commission, 2004; AARP, 1996; AARP, 2003a; Kerley and Copes, 2002; Shichor et al.,
in Pontell and Shichor, 2001; Lee and Soberon-Ferrer, 1997
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